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P.01 What is 3rd Party Integration？



What is integration for Hikvision?

HikCentral

Pro

Hikvision

Devices

capability 1

capability 2

capability 3

3rd Party VMS

capability 4

capability 5

capability 6

Internet

Statical IP: 

ISAPI

SDK

Onvif

Dynamic IP: 

ISUP

Gateway

HCP Software: 

OpenAPI



P.02 Integrate With Hardware

(Statical IP)



Hikvision Devices Integration Protocol Overview

Integration  
protocol

ISAPI

（Recommend）

Onvif
Device 

Network SDK

Standard protocol

Hikvision Private protocol

Pre-Request: Device has a statical IP



ISAPI

(ISAPI) is a text protocol in RESTful style based on HTTP for communicating between security 

devices/servers (e.g., Cameras, DVR, NVR, etc.) and client software/system.

RESTful style

• HTTP 
methods+URI

Hikvision private 
protocol

• Compares to 
onvif

Light-weight data 
inter-change

• Compares to 
HCNet SDK

• Xml

• Json(save 
bandwidth and 
reduce 
complexity)

Across platforms

• Compares to 
HCNet SDK

• can be accessed 
easily across the 
platform, such as 
windows, Linux, 
Mobile OS.



ISAPI URL Format

Method Description

POST Create resources

GET Retrieve resources

PUT Update resources

DELETE Delete resources

HTTP Methods +URI(Uniform Resource Identifiers)

URL (Uniform Resource Locator) is a further class of URIs, it can identify a resource and locate the

resource by describing its primary access mechanism.

URL Format: <protocol>://<host>[:port][abs_path [?query]]

protocol: Protocol types, including HTTP and HTTPs.

host: Host name, IP address, or the FQDN (Fully Qualified Domain Name) of network devices.

Port: number of the host for listening the connection status of TCP.

abs_path: Resource URI.

query:Strings for describing resources information, including related parameters.

Example 

GET /ISAPI/System/deviceinfo



ISAPI URL Example

Here is the example for “GET /ISAPI/System/deviceInfo”, 

because there’s no request in “GET”, it’s simple to test 

“GET” URL with IE. 

If want to test “POST/PUT/DELETE” URL, because you 

need to send request, recommend a software named 

“Postman”.



Common ISAPI URL

 Hikvision cameras ISAPI capture picture

 Capture specified picture

http://IP:port/ISAPI/Streaming/channels/1/picture?snapShotImageType=JPEG&videoResolutionWidth=12

80&videoResolutionHeight=720

The resolution must be supported by the camera. If you set “800X600”, but this camera doesn’t support, it 

would show you the current resolution of main stream picture.

 Capture current main stream picture

http://IP:port/ISAPI/Streaming/channels/1/picture  

http://username:pwd@IP:port/ISAPI/Streaming/channels/1/picture



Common ISAPI URL

 Hikvision NVR/DVR ISAPI capture picture

 IP channels(by resolution)

http://IP:port/ISAPI/ContentMgmt/StreamingProxy/channels/id/picture?videoResolutionWidth=1920&video

ResolutionHeight=1080

id=channel*100+1

Note: The max picture resolution can't exceed 1080P, if exceeds 1080P, only 1080P can be got. But 

there’re only 6 groups below can be got by resolution.

• Width=176，Height=144 or 120

• Width=352，Height=288 or 240

• Width=704，Height=576 or 480

 Analog channels(by resolution)

http://IP:port/ISAPI/Streaming/channels/id/picture

Before using the URL above, it’s better to use “GET /ISAPI/Streaming/channels” or “GET 

/ISAPI/ContentMgmt/StreamingProxy/channels” to check useful channels.

http://IP:port/ISAPI/ContentMgmt/StreamingProxy/channels/id/picture?videoResolutionWidth=1920&videoResolutionHeight=1080
http://IP:port/ISAPI/Streaming/channels/id/picture


RTSP

RTSP contains Video, Audio and metadata.

Live View URL 

rtsp://<address>:<port>/Streaming/Channels/<id>

Example：
rtsp://192.0.1.100:554/ISAPI/Streaming/Channels/101 /*get the main stream of the 1st channel*/

rtsp://192.0.1.100:554/ISAPI/Streaming/Channels/102/* get the sub stream of the 1st channel*/

rtsp://192.0.1.100:554/ISAPI/Streaming/Channels/202/* get the sub stream of the 2nd channel */

Playback URL（Can be played in the VLC or download by other URL）
rtsp://<address>:<port>/Streaming/tracks/<id>

Example：
rtsp://192.0.1.100:554/Streaming/tracks/101?starttime=20120802t063812z&endtime=20120802t064816z 



Example for RTSP playback



Test On ANPR Camera



Test On Access Control Device



Test On Thermal Camera



How To Get ISAPI URL Via Web Console

Press “F12” and the developer tool would occur.(Recommend IE browser.)



Learn More About ISAPI

Register on TPP, and check more operation videos from the Training Center 

（https://tpp.hikvision.com/tpp/Training）

https://tpp.hikvision.com/tpp/Training


P.03 Integrate With Hardware 

(Dynamic IP)



Hikvision ISUP Integration Protocol

Integration  
protocol

ISUP

(EHome)

Application
Hikvision Private protocol

ISUP SDK

(For Non-

PC)

GateWay

Software

(For PC 

Only)



ISUP SDK Integration 

Single Type Device*Device Layer
HIKVISION Mobile 

Devices

Partner Type

VMS, ACS*, Cloud, ANPR 

APP, Algorithm… 

ISUP SDK

ISUP SDK: 

• This is a library for integration with 

devices directly. But for some cloud 

platforms, they don’t want to use any 

library to integrate.

• The difficulty for integrating ISUP SDK 

is much more complicated, normally 

ISV are not willing to do that 

Partner Type



Device Gateway Integration

Hik DeviceGateway (Suggested)

• Hik DeviceGateway is a middleware in the form of server. It’s main function is to solve the integration of 

unfixed IP(3G/4G) devices, and transfer nonstandard internal protocol to standard RESTful API. 

• There are several different versions of Hik DeviceGateway. In this project, we use the Hik Video 

DeviceGateway to integrate.

• Suitable for regular mobile business including GPS Acquiring, Liveview & Playback(with download), Event 

Receiving, two way audio



Device Gateway Integration

Hik DeviceGateway (Suggested)

• Key features: 

• Can manage 10000 devices. 

• Adding devices in a batch by importing a predefined template (CSV file) 

• Provide the RESTful API and RTSP protocol for integration

*Hardware requirement for Device Gateway



P.04 Integrate with HCP OpenAPI



Open Capabilities of HCP OpenAPI for Partners

HCP OpenAPI 2.2

H

C

P

Resource Video Event and Alarm
Access 

Control

1. Control door by door No.;

2. Search for access records;

3. Apply person’s access 

level settings to device;

Vehicle 

Management

1. Get vehicle passing 

picture;

2. Search for vehicle 

passing logs;

Partner’s system

1. Live view;

2. Playback;

3. Two-way Audio;

4. PTZ;

Get Encoding Device & 

Access Control Device

Get Camera, Vehicle, 

Door, Person List, Face 

Comparison Group, 

Organization info

Subscribe event by 

event type; 

Cancel subscribing 

event by event type;

Search for event 

subscription information;

Person &

Visitor 

Management

Registered Person Info 

(Name,Face,Card etc.)

1.Visitor Info (Name，
Face, Purpose etc.)

2. Check In/Check Out



Requirements Before Installing OpenAPI

1. Partner needs to installed HikCentral Professional.

2. The OpenAPI version should match with the HikCentral Pro version

3. Apply trial license from https://www.hikvision.com/en/all-forms/hikcentral-

license-application/

https://www.hikvision.com/en/all-forms/hikcentral-license-application/


Configuration

1. Enable the “OpenAPI” module on the HCP webpage

2. Create a Partner on the OpenAPI webpage (The Artemis webpage)

3. Authorize the APIs to the Partner



Test

1. Find a command on the Artemis webpage.

2. Input AppKey/AppSecret and call the command.

3. Check the result.

4. Check more detail on the developer manual from the installation folder

“\HikCentral\VSM Servers\OpenAPI\Document”



Learn More About OpenAPI

Register on TPP, and check more operation videos from the Training Center 

（https://tpp.hikvision.com/tpp/Training）

https://tpp.hikvision.com/tpp/Training


P.05 How To Get Materials From TPP



What is TPP Program



Get ISAPI Documents from TPP 

1. Partner registers to tpp.hikvision.com;

2. Go to https://tpp.hikvision.com/tpp/Resource;

3. Sign Materials License Agreement;

4. Download documents.

tpp.hikvision.com
https://tpp.hikvision.com/tpp/Resource


Find The Correct ISAPI Documents

Product Scope Document Name

Every product which supports ISAPI (Camera, 
NVR/DVRs)

General

Face applications features Facial Application

Behavior Analysis Server（IE10XX-03U） Behavior Analysis Server

People Counting Features People Counting

Queue Management Features Queue Management

Behavior Analysis Features Behavior Analysis

For some monitoring scenes (e.g., road, lane) mixing with 
human and vehicle

Multi-Target-Type Detection

Heat Map Feature Heat Map

Thermal Application Feature Thermal

LPR Features（Most for 4A26/P, 7A26/P, TCG /TCM) ANPR

Traffic Camera（TCV，TCE，TCM）
Portable Speed Dome（MH6171）
Portable Box Camera（MCD，MCB）
Portable Speed Detector（TDI）
Terminal Server（TP，TSS，TSV，TSI）
Desktop Body Camera Dock Station（MH4172）
Wall-Mounted Dock Station（MDS）

Traffic

Access Control Devices Features Person Based Access Control

Video Intercom Devices Features Video Intercom



Get HCP OpenAPI Materials

1. Partner registers to our TPP portal;

2. Download the OpenAPI installation file from https://tpp.hikvision.com/tpp/Resource;

3. Check the Developer Guide online from https://tpp.hikvision.com/tpp/Wiki/HCPOpenAPI;

4. Check the HowTo & Configuration videos on https://tpp.hikvision.com/tpp/Training

https://tpp.hikvision.com/tpp/Resource
https://tpp.hikvision.com/tpp/Wiki/HCPOpenAPI
https://tpp.hikvision.com/tpp/Training


Online Support & Case

Have Questions?? Ask us on TPP:

1. Check the Bot for frequently asking questions:

2. Create a case to integration support engineer from https://tpp.hikvision.com/tpp/Company:

https://tpp.hikvision.com/tpp/Company


Thank You


